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ABSTRACT
The technologies developed for the next generation of cellular
networks (i.e., 5G) are potential enablers for future Public Safety
Communication (PSC) systems. These will indeed need advanced
communication techniques, capable of providing real-time, low-
latency and reliable interactions in different scenarios (vehicular,
aerial, unmanned) and different network architectures. There is
great interest in the millimeter wave (mmWave) band and in gen-
eral in the spectrum above 6 GHz, since the bandwidth that can
be allocated at these frequencies is much higher compared to the
traditional (and congested) sub-6 GHz bands. This would enable or-
ders of magnitude greater throughput and low latency, which could
be used for example to stream high definition video or virtual/aug-
mented reality data to first responders or for the remote control of
autonomous robots. In this paper we illustrate both the potential
of mmWave communications for PSC (also with a typical use case)
and the issues that must be solved before this technology can be
reliably adopted and mmWave PSC networks become a reality.
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1 INTRODUCTION
Fast and reliable communications are a key ingredient in a rapid
and coordinated response to emergencies in public safety scenarios.
Recently, in the US there has been a growing interest in providing
a broadband, nationwide network to emergency responders, and
this led in 2012 to the creation of the First Responder Network
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Authority (FirstNet)1. The end goal is to realize a PSC system able to
support high-definition real-time video streaming (e.g., for remote
monitoring of an incident site, or the cooperation of on-site and
far-off operators), ultra-low latency information exchange (e.g.,
for remote control of unmanned vehicles) and high-quality voice
communication, with and without using the civil communication
infrastructure, which might not be available.

In order to limit the costs, FirstNet is currently leveraging the
technologies which were developed for the 4th Generation (4G)
commercial cellular networks, standardized by the 3rd Generation
Partnership Project (3GPP)2 in the Long Term Evolution (LTE) spec-
ifications. The 3GPP is currently developing the next generation of
cellular networks (5G) in the New Radio (NR) standard, and PSCs
are among the services that 5G could provide [1, 24].

Among the different innovations proposed for 5G, the adop-
tion of frequency bands in the spectrum above 6 GHz (including
mmWave) is at the same time one of the most promising and chal-
lenging items [28, 29]. This is a new frontier for mobile wireless
networks, and the massive amount of untapped spectrum in the
mmWave bands is a potential enabler of multi-Gbps data rates and
communications with ultra-low latency, thus providing tremendous
opportunities for next-generation PSC networks [31]. For example,
this technology would allow a rapid distribution of high-definition
video or virtual reality data to a large number of nodes (first re-
sponders on the ground, command stations, unmanned vehicles),
without using a fixed network infrastructure.

However, in order to make the mmWave technology reliable
and ready to be adopted for public safety communications, several
challenges need to be solved. They are mainly related to the harsh
propagation environment that characterizes such high frequencies,
with a very high pathloss [4] and sensitivity to blockage by a wide
range of materials [12]. In order to solve these problems some
solutions have been developed in the cellular domain (e.g., the
usage of beamforming to increase the antenna gain [28], multi-
connectivity solutions to provide fall back to other networks in case
of outage [25]), but the conditions that a communication system
will have to endure in a PSC context are much more extreme, and
the applicability of mmWave networks in this domain has not yet
been studied. In this paper we provide an overview of the main
issues related both to the propagation in the frequency bands above
6 GHz, and to the application of mmWave communications to
disaster response networks, illustrating a typical use case for a
wildfire scenario.

The remainder of the paper is organized as follows. A basic
overview of requirements and existing wireless technologies for
PSC is provided in Sec. 2. Then, the main issues related to mmWave
adoption for PSC are described in Sec. 3. The use case is introduced

1https://www.firstnet.gov
2http://www.3gpp.org
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Technological component Motivation Open challenges above 6 GHz

Aerial communications - UAV-mounted base stations can provide coverage
in scenarios with failures of the civil cellular
infrastructure [13, 21].
- Scalable, self-forming and mobile communication
networks with UAVs.

- Lack of air-ground measurements for mmWave.
Preliminary results – based on ray-tracing – are
provided in [14].
- Very directional beams to support high data rate
at long distances require sophisticated beam
tracking procedures.

Vehicular communications (V2X ) - Enable coordination of vehicles (e.g., ambulances)
in emergency scenarios, by decreasing
interference thanks to highly directional links.
- Support unmanned vehicles in dangerous areas,
while enabling very high data rate data and video
streaming.

- Highly dynamic beam tracking for alignment
between transmitter and receiver. Preliminary
results are provided in [11].
- Lack of measurements for mmWave V2X
channels.

Machine-type communications
(MTC)

- PSC can enable remotely-controlled devices and
MTCs, which however need low latency.
- Ultra-low latency is one of the goals of 5G, and
mmWave communications can potentially enable
low latency given their very high data rates.

- Low latency frame structures have been designed
for mmWave cellular networks [8, 16], but PSC are
characterized by much more dynamic channels
and network topologies, which may introduce
additional unreliability.

Ad hoc deployments - Ad hoc multi-hop structures are needed when the
fixed cellular infrastructure is not available.
- mmWave multi-hop networks can improve
coverage and overcome outdoor-indoor
penetration.

- Ad hoc and multi-hop scenarios are relatively
unexplored in the mmWave band. There may be a
need for frequent link adaptation and
handovers [25, 27].
- The end-to-end performance may be sub-optimal,
because of the interaction between the transport
and application layers and the mmWave
channel [26, 33, 34].

Table 1: Open challenges above 6 GHz.

in Sec. 4. Finally, in Sec. 5 we draw our conclusions. A more ex-
tensive discussion on this topic is provided in [22], with additional
details on the research platform which we plan to develop to ad-
dress the challenges related to the adoption of mmWave in public
safety scenarios.

2 PUBLIC SAFETY COMMUNICATIONS
As shown in [5, 9, 15], wireless communications are already used
in public safety communications. There are two main categories
of wireless PSC technologies [15]: (i) legacy Land Mobile Radio
Systems (LMRS), which are dedicated terrestrial wireless networks,
used only for mission critical communications, with a good and
reliable support for voice but with high cost and limited data rates;
(ii) broadband-based technologies, like LTE, which have been con-
sidered for PSC after the creation of FirstNet in the US. This use
case for LTE obtained the full support of 3GPP from Release 12 in
2015, with the integration of public safety-related features such as
proximity services for device-to-device communications, and group
call enablers for dynamic group call among responders. LTE and,
broadly speaking, commercial cellular infrastructures, are consid-
ered the future of PSC [5].

The technologies adopted in public safety networks must provide
a reliable service to first responders [5, 9]. Several organizations,
such as for example 3GPP, or the Next Generation Mobile Network
Alliance (NGMNA), have defined requirements that PSC must sat-
isfy. SAFECOM [30], a program of the US Department of Homeland
Security, has highlighted a number of operational and functional

performance indicators for public safety communication networks.
Examples are requirements on:

• QoS, in terms of packet loss, latency and jitter (i.e., the vari-
ability of latency in different packets);

• the performance of speech and video transmission;
• radio coverage and resilience/availability of the network.

Additional requirements are specified by the European Telecom-
munications Standard Institute (ETSI) to target the interoperability
of different systems in emergency scenarios [6].

3 OPEN CHALLENGES ABOVE 6 GHZ
MmWave communication is a promising technology that could
meet the requirements of PSC [15], due to the large swaths of
available spectrum that can support high data rates and reduced
network congestion. However, as we will explain in this section, the
use of mmWaves for PSC faces significant challenges. While there
have been extensive studies on mmWave for cellular networks,
research on the use of the mmWave bands for PSC applications
is still in its infancy. We provide an overview of the challenges
related to PSC above 6 GHz in Table 1, for different technological
components which could be part of PSC networks: aerial, vehicular
and machine-type communications, and ad hoc deployments.

The propagation at mmWave frequencies suffers from a very
high isotropic pathloss [28] and low penetration of obstacles and of
the human body (with losses from 20 to 80 dB [19, 36]). Thus, the
fundamental problems of using the mmWave bands in any mobile
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scenario are related to directionality and blockage. The first is needed
to provide a high Signal to Noise Ratio (SNR), which translates into
higher data rates, and is enabled by narrow beams, which can be
created using very high-dimensional arrays. Thanks to the small
wavelength of mmWave signals, it is possible to pack a large number
of antennas in arrays of limited size. For example, at 28 GHz the
wavelength λ is approximately 1.07 cm, thus a rectangular array
with 16 antennas (4 by 4) spaced by λ/2 eachwould be smaller than 5
cm by 5 cm,making it practical for the deployment on an Unmanned
Aerial Vehicle (UAV). However, the transmitter and receiver have
to discover and track the beam direction while moving, trying to
maintain communication despite possible blocking obstacles which
may disrupt the link or change the optimal beamforming vectors
at the transmitter and the receiver.

The PSC scenario makes the need to support directionality and
overcome blockage even more challenging, mainly because of the
high mobility. In disaster and emergency scenarios, the presence of
obstacles can lead to much more sudden variations in the received
signal quality. In environments with manned or unmanned vehi-
cles (e.g., UAVs) or with emergency responders operating within
buildings, the channel dynamics are likely to be even faster [32].
Therefore, a key aspect of PSC at mmWave frequencies is the need
to quickly identify the available nodes of the network (which may
be even intermittently available) and the suitable beams for commu-
nication in highly dynamic scenarios. Even though beam tracking
and beam alignment protocols for mmWave communication have
been recently studied in a cellular context [10, 17], how to bring
such techniques into the PSC scenarios is still to be investigated.
Moreover, the scenarios in which PSCs are needed generally cover
wider areas than the typical cell size in cellular networks, thus
another challenge is related to the design of flexible and ad hoc
network deployments that can cover kilometers-wide spaces with
mmWaves.

4 WILDFIRE - A USE CASE OF MMWAVE PSC
Despite the challenges described in Sec. 3 and in Table 1, mmWave
frequencies hold great potential for PSC scenarios. To show both
the issues and the promises of mmWave PSC networks, we present
in this section a possible use case with a real emergency situation
inspired by the experience of the Robotic Emergency Deployment
department at the Austin Fire Department.

In particular, we focus on the needs of a communication system
that coordinates and monitors the remote operations and enables
strategic decisions in a wildfire scenario. In this situation, the main
use is to safely monitor the wildfire in order to (i) understand its
shape and extension and (ii) check if there are people that may
be affected by the fire. Currently, a firefighter in proximity of the
emergency area operates the UAV and records the scene on a secure
digital (SD) card. Ideally, this video should be available to the re-
mote IC station, but without a fixed network infrastructure the SD
should be physically transferred to the command post. Therefore
the information is usually accessed in the area close to the wildfire.

This limitation explainswhy public safety communicationswould
benefit from more advanced wireless technologies, which can en-
able real-time ultra-low latency exchange of monitoring informa-
tion among remote UAVs and the IC. This data can include 360◦

Incident	Command	Station
Wildfire	Area

Real	time	
monitoring

Tactical
decisions

Feedback

Figure 1: Wildfire scenario. The UAV monitors the wildfire
and sends data to the IC station. It may stream a 360◦ video,
or the flows of multiple cameras and lenses, as well as in-
formation from a plethora of sensors. The IC station makes
strategic decisions using the data transmitted by the UAV,
and provides feedback to the first responders which operate
close to the wildfire [22].

Parameter Value

mmWave carrier frequency fc 28 GHz
mmWave bandwidth 1 GHz
mmWave max PHY rate 3.2 Gbit/s
Beamforming vector update period 5 ms
Antenna combinations A = NeNB × NUE {16 × 4, 64 × 4,

64 × 16, 256 × 16}
Video source rate R {1, 100, 1000} Mbit/s
Transport protocol UDP
Max UAV speed v 30 m/s
Wildfire - IC distance {1.6, 2.4} km
UAV height 30 m

Table 2: Simulation parameters

videos for an immersive point of view of the scenario, which can
be watched with VR headsets at the IC station, and video or images
from multiple high-resolution lenses that can provide a better view
of critical details, like humans in danger in the wildfire.

The performance of mmWave PSC for aerial communications in
this use case is assessed using the simulation framework described
in [7, 23]. The reference scenario is shown in Fig. 1. The system
performance will be evaluated as a function of a number of pa-
rameters, such as the number of antennas both at the IC station
and on the UAV, beamforming techniques, data rates, and other pa-
rameters, as shown in Table 2. The simulation results are obtained
with a Monte Carlo approach, averaging the metrics of interest
over multiple independent realizations of the simulations. This is
a preliminary evaluation of the feasibility of a mmWave solution
for PSC, in a particular scenario, given different beamforming and
antenna configurations, and additional evaluations in a wider range
of scenarios with additional optimizations will be part of our future
work.

The wildfire is located in an area which is from 1.6 to 2.4 km away
from the IC station. As shown in [20] it is possible to reach high
distances (up to several kilometers) in LOS even with mmWave. In
this paper we consider a single link solution, while in future works
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Figure 2: SNR and throughput of the UAV flying over the wildfire for different configurations of antennasA at the base station
and at the UAV. The legend is the same in both plots [22].
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Figure 3: Average throughput and latency for different values of the video source rate R and of the antennas configurations A.
The metrics are measured at the PDCP layer of the IC station, and therefore include also the overhead given by the headers
of the network and transport protocols [22].

we will consider multi-hop configurations to cover larger distances.
The drone flies over the wildfire following a Gauss-Markov mobil-
ity model for random speed and trajectories, which accounts for
random variations in the UAV movement, for example introduced
by the wind.

The channel model accounts for free space propagation with one
LOS ray, shadowing and the Doppler effect, which is introduced by
the moving UAV. The beamforming vectors at the base station of
the IC station and at the drone side are updated every T = 5 ms,
which is one of the candidates for beamforming update periodicity
in 3GPP [2]. We consider two possible procedures for the com-
putation of the vectors [35]: (i) the Long-term Covariance Matrix
method assumes the knowledge of the long-term components of
the covariance matrix and (ii) the Beam Search technique performs
a brute-force search for the best matching pair. An extreme example
of the SNR variability in the link between the UAV and the IC is

shown in Fig. 2a. The fluctuations are given by very fast movements
of the UAV and by the Doppler effect. Instead, if the UAV loiters
over a certain spot for a prolonged period of time, the variations
would be smaller. However, in this article we consider a worst case
scenario.

The beamforming gain is a fundamental elements for reaching a
high SNR, and therefore a high data rate, as shown in Figs. 2 and 3a.
Thanks to the adaptive antenna arrays, indeed, it is possible to
balance the high propagation loss of mmWave frequencies. At these
frequencies, antenna arrays with a large number of antennas can be
easily mounted also on small UAVs, given the smaller wavelength.
At the distance of the reference scenario, only two combinations of
antenna elements among those considered (i.e., 256 or 64 antennas
at the IC station and 16 at the UAV side) provide a steady data rate
of 1 Gbit/s. Notice that even with 16 antennas at the UAV side the
power consumption related to the data transmission [3] is at least
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Figure 4: Average throughput and latency for different beamforming strategies and antenna configurations A [22].

one order of magnitude smaller than that required to hover the
UAV over the wildfire (which is in the order of 160 W for a small
multi-rotor drone [18]), thus the communication impact on the total
energy consumption is limited. Nonetheless, the increase in the
energy consumption of the UAV given by both the communication
and the payload is an important element to be considered in future
studies on the trade-off between communication capabilities and
UAV operational autonomy.

Figs. 3a and 3b account for different use cases of the data stream-
ing from the UAV, represented by the different source rates. R =
1 Mbit/s is typically a low quality video, or a combination of sensor
information, while R = 100 Mbit/s and R = 1 Gbit/s are respectively
a 360◦ camera without or with additional flows from high definition
cameras and other sensors. The values of latency and throughput
of Fig. 3 are the average of those measured at the PDCP layer over
multiple independent simulations. The combinations with a larger
number of antennas are beneficial for both the throughput and the
latency. The latter decreases with an increasing number of antennas
because as the SNR increases the probability of needing link-layer
retransmissions (and thus additional delay) decreases. This is also
beneficial on the latency variability and on the jitter. Moreover,
while all the considered antenna arrays are able to sustain the
source rate of 1 Mbit/s, only the 64× 16 and 256× 16 configurations
can reach a throughput comparable to the source rate R = 1 Gbit/s.

Another parameter we consider in this evaluation is the beam-
forming strategy. In Figs. 4a and 4b the two beamforming tech-
niques previously introduced, i.e., the Long-term Covariance Matrix
method and the Beam Search method [35], are compared in terms
of throughput and latency, for different antenna configurations and
a fixed source rate R = 1 Gbit/s. The two solutions are equivalent
in this scenario, with the Long-Term Covariance Matrix showing a
gain for the 16×4 combination. The optimal method, which is based
on the knowledge of the long-term covariance matrix, generally
provides a slightly higher SNR, but this gain is relevant in terms of
throughput and latency only in the 16 × 4 configuration, which is
the one with the smallest coding gain and SNR at the receiver.

This simple real-life case study revealed the strong potential of
mmWave in PSC systems. Nonetheless, as mentioned in Sec. 3, there
are a lot of open research issues that will need to be solved in order

to make this technology suitable for practical deployment in emer-
gency scenarios. Among these, there is a need for a more precise
characterization of the aerial mmWave channel, also in terms of
channel dynamics, as well as the development of architectures and
protocols that enhance coverage and reliability in more complex
scenarios. This is what motivated us to promote the development
of an end-to-end research platform for mmWave PSC, which will
conduct dynamic channel sounding campaigns, develop a software
defined radio platform and an advanced channel emulator, and ex-
tend the ns–3-based simulator used in this paper. More details are
given in [22].

5 CONCLUSIONS
Reliable and efficient communications are a vital ingredient for the
protection of emergency responders – police, firefighters, medics –
which operate on a daily basis in dangerous scenarios. ThemmWave
spectrum potentially increases the capabilities of public safety com-
munication systems, in order to provide a better assistance to public
safety personnel in their duty.

In order to reap these benefits, several challenges need to be
solved, which arise from two peculiarities of mmWave communi-
cations, i.e., the impact of blockage and the need for directional
transmissions. These issues are being faced also in cellular systems,
but are expected to have a greater impact in PSC systems, because
of the high mobility of vehicles, the different classes of traffic and
the more demanding performance requirements in an ad hoc and
distributed architecture.

In this paper we provided an overview of these challenges, as
well as of the potential of mmWave networks for future PSC describ-
ing a real-life scenario with UAV communications and a wildfire.
As part of our future work, we will develop a research platform
to better understand the needs of PSC scenarios and develop a
communication technology that could be life-saving in emergency
situations.
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